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Abstract: The introduced simple practical medications to the KDC database to overcome these attacks. In our modified
version of Kerberos, the long-term secret key of the network principle will be independent of the principle's password.
Instead, the KDC will save a profile for every instance in the realm that it manages. The type of the problem data
contents may be audio, video, image, or simply text data. The KDC database may have mixed types of profiles. The
network principle may be a client or a server. Every principle in the network is registered in the KDC database by the
principle ID. Then the KDC maps this ID to the proper profile where the profile is named with the principle's ID that
belongs to that profile. In order to generate the principle's secret key, we apply a hashing algorithm to the principle's
profile and then encrypt the output digest. We control the lifetime of the secret key using the current KDC system time
that is appended to the principle's profile every predefined period(this period is a design parameter, i.e. a site
constant).By this way, we change the input to the hashing function, and consequently, the output of the hashing
function and the secret key will change too. In our implementation, we use Triple-DES in CBC mode as an encryption
algorithm, SHA-256 as a hashing algorithm, and Blum Shub as a random number algorithm. The introduced
medications to the KDC database will enhance the performance of the protocol since the principle’s long-term secret-
key will be independent of the user password. Thus, our modified Kerberos version is no longer vulnerable to password
guessing attacks. We tested our implementation on a small LAN and we are looking forward to extend our
implementation to cover cross-realm operations.
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I. INTRODUCTION

Multimedia group communication is becoming a common
channel for everyday work within enterprises and
institutes. Protecting the privacy and confidentiality of its
content is paramount in network security.

In group communication, two or more principals (e.g.,
humans or IP addresses) form an entity called a group.
When the principals communicate in the context of the
group, anything trans- mitted by a member of the group is
received by all others in the group. Group communication,
and its underlying technology, multicast, has important
applications in both Internet-scale, and enterprise and
public-safety settings.

In this document’s context, bootstrapping is the transport
of an initial cryptographic key which can be used to secure
future communications, including the transport of other
keys. Group key management protocols are examples of
security protocols that allow the establishment of keying
materials that can be used by its underlying transport
layer’s encryption mechanism.

This essentially is what the Internet Engineering Task Force
(IETF)’s multicast security working group (Mesc) calls a
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registration protocol. Its intent is to transport an initial
cryptographic key to authorized members of a group so
they can then communicate securely with other members
of the group. All members of the group possess this key.
However, the process of bootstrapping for such a protocol
or system is not always trivial. This project attempts to
address this problem.

Il. EXISTING SYSTEM

Authentication is needed for communication so proving
identity to someone is ought. Kerberos provides
authentication in an enterprise and public safety setting
through symmetric key encryption, key management, key
transport protocol and key distribution center. Kerberos
provide authentication under the condition of
cryptographic  which also provide the following
requirement like secure, reliable, transparent, scalability.

Kerberos has three main Characteristics such as
Authentication, authorization, and accounting. These
collective processes are considered important for effective
network management and security. Mutual authentication
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is performed where the client and server proves their
identity to each other. More difficult for guessing
passwords and also hard to reuse the stolen authentication
tickets. Multimedia Internet Keying describes key
management, which can be used for secure real time
application (for peer to peer and group communication).
Key management addresses the multimedia scenario,
where SRTP defines RTP to provide encryption, integrity,
replay protection and message authentication. The MIKEY
protocol is planned to provide end-to-end security among
users to support a communication.

For this, it shares a session key, which is known as Traffic
Encryption Key (TEK), among the participants of a
communication session. The MIKEY protocol might also
authenticate the participants of the communication.
MIKEY provides a lot of methods to share the session key
and authenticate participant. The combination of these two
protocols will give a more secure authentication system.

111.PROPOSED METHOD

We introduce simple practical medications to the KDC
database to overcome these attacks. In our motive version
of Kerberos, the long-term secret key of the network
principle will be independent of the principle's password.
Instead, the KDC will save a profile for every instance in
the realm that it manages. The type of the problem data
contents may be audio, video, image, or simply text data.
The KDC database may have mixed types of profiles. The
network principle may be a client or a server. Every
principle in the network is registered in the KDC database
by the principle ID. Then the KDC maps this ID to the
proper profile where the profile is named with the
principle's ID that belongs to that profile. In order to
generate the principle's secret key, we apply a hashing
algorithm to the principle's profile and then encrypt the
output digest. We control the lifetime of the secret key
using the current KDC system time that is appended to the
principle's profile every predefined period(this period is a
design parameter, i.e. a site constant).By this way, we
change the input to the hashing function, and
consequently, the output of the hashing function and the
secret key will change too. In our implementation, we use
Triple-DES in CBC mode as an encryption algorithm,
SHA-256 as a hashing algorithm, and Blum Shub as a
random number algorithm.

The introduced medications to the KDC database will
enhance the performance of the protocol since the
principle’s long-term secret-key will be independent of the
user password. Thus, our modified Kerberos version is no
longer vulnerable to password guessing attacks. We tested
our implementation on a small LAN and we are looking
forward to extend our implementation to cover cross-realm
operations.

Key Calculation:

In the following, we define a general method (pseudo-
random function) to derive one or more keys from a
"master" key. This method is used to derive:
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e TEKSs from a TGK and the RAND value,
e Encryption, authentication, or salting key from a pre-
shared/envelope key and the RAND value.

We assume that the following parameters are in place:
csb_id: Crypto Session Bundle ID (32-bits unsigned
integer)

cs_id: the Crypto Session ID (8-bits unsigned integer)
RAND : (at least) 128-bit (pseudo-)random bit-string sent
by the Initiator in the initial exchange.

The key derivation method has the following input
parameters:

Inkey : the input key to the derivation function
Inkey_len : the length in bits of the input key

Label . a specific label, dependent on the type of the
key to be derived, the RAND, and the session IDs

Outkey len: desired length in bits of the output key.

IV. EXPERIMENTAL RESULTS

The version of this template is V2. Most of the formatting
instructions in this document have been compiled by
Causal Productions from the IEEE LaTeX style files.
Causal Productions offers both A4 templates and US
Letter templates for LaTeX and Microsoft Word. The
LaTeX templates depend on the official IEEEtran.cls and
IEEEtran.bst files, whereas the Microsoft Word templates
are self-contained.
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V. CONCLUSION

In this project, we have proposed a novel design in using a
GDC for user authentication and key establishment. In our
design, a GDC does not contain the user’s public key.
Since the user does not have any private and public key
pair, this type of digital certificate is much easier to
manage than the X.509 public-key digital certificates. We
have also implemented the DL-based protocol based on
the concept of GDC, which works successfully and
efficiently by generating optimized values at each and
every module. We have also embedded an additional
facility in this project by providing the data exchange
module based on one-time session-key generated by using
the secured AES Cryptographic Algorithm.

For future enhancement, the proposed system can be
extended by implementing another protocol which is more
secured, efficient, and feasible when compared to the DL-
based protocol. Another alternative is the IF-(Integer
Factoring) based protocol whose security depends on the
combination of RSA Signature and One-way-hash
function. The protocol provides deniable authentication
and protects privacy of the digital certificate. In this
project, we have used AES algorithm for secure exchange
of data between the entities for further extension our
approach can be applied to more advanced and secured
cryptographic techniques for secure exchange of data.
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